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SAP Cloud Platform Open Connectors supports events via polling or webhooks depending on
the API provider. For more information about our Events framework, see Events Overview.

Supported Events and Resources

SAP Cloud Platform Open Connectors supports webhook events for Box. You can configure
webhooks through Ul or through API. Both methods are discussed in detail further below. For
more information about webhooks at Box including the currently available webhooks, see their
webhooks documentation.

Webhooks

Box provides two versions for webhooks - Webhooks vl and Webhooks v2. Depending on your
needs you can opt for vl or v2. Webhooks vl offers limited events on all objects in your profile.
Webhooks v2 offers all events on specific objects (files or folders)in your profile. To enable
Webhooks v1, you must set up webhooks in Box first and then provision an instance with the
Box . Webhooks v2, on the other hand, offers APIs which are enabled as normal APIs in SAP
Cloud Platform Open Connectors platform.

Webhooks v1

To enable webhooks v1, follow the steps below to set up your Box application.

1. On Box website, click on the My Apps button on the top.
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2. Login using your credentials for Box. If you don't already have an account with them,
create an account.

3. Onceyou're logged in, you need to create an app. If you already have an app, jump to step
8.

4. To create a new app, click on the Create new app button.
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Create new app

5. Choose what type of app you wish to build and click Next. In the example below, we are
building a Custom app.

Let’s get started. What type of app are you building?

Custom app

Build a standalone app with Box's
content services, such as
managing and rendering files and
enabling end-user collaboration.

For developers using Box's
content services without requiring
Box user accounts.

6. Next, select the Standard OAuth 2.0 (User Authentication) type for your app and click
Next.
Authentication method

‘We've recommended an authentication method based on the type of app you've chosen
You may change the authentication method below. Learn more.

Standard OAuth 2.0 (User Authentication)
Requires Box users to log in with a username and password to authorize your app to

s content in their account




7. Give your app a name and click on the Create app button.

What would you like to name your app?

Don’t worry - you can change this later.

Testapp

By clicking 'Create app', you agree to the terms of the Box Developer Agreement and the Box Privacy Policy.

Back Create app

8. If you have an app that already exists, click on the app and on the navigation panel to your
left, click Webhooks.
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9. Inthe Webhooks V1 section, click Create a new webhook.

Webhooks V1 \
Create a new webhook

Webhooks using V1 can only be created
in the application configuration page
and monitor all objects in a user’s
profile. Learn more.

10. Configure it based on your requirements and click Save Webhook.
11. If the applicationis for a production account, as opposed to a sandbox account, then you
will need to get in contact with Box support to enable webhooks for that application.

After you set up webhooks on the Box website, provision an instance with the Box connector
with events enabled to get webhooks working.

Webhooks v2

Box Webhooks v2 enables webhooks by offering APls. These APIs are offered as normal APIs
by SAP Cloud Platform Open Connectors.

Here is what you need to do to enable webhooks v2.

1. Provision aninstance with the Box connector with Events enabled.



2. Callour normalized APl POST/webhooks and mentionthe target ,thatis,the
folder/file you want events to be enable forand the triggers .

You have now enabled webhooks v2.

O Note: There are a few limitations affecting webhooks v2 in Box, which apply to
the above steps. You can find them here.

Configure Webhooks Through Ul

To configure webhooks through the Ul, follow the same steps to authenticate a connector
instance, and then turn on events. Enter the webhook information, and then click Create
Instance. For more information, see Authenticate an Connector Instance with Events (Ul) or the
connector-specific authentication topic. You also need to set up webhooks on Box.com

Configure Webhooks Through API

Usethe /instances endpointto authenticate with Box and create a connector instance with
webhooks enabled.

O Note: The endpoint returns a connector instance token and id upon successful
completion. Retain the token and id for all subsequent requests involving this
connector instance.

To authenticate a connector instance with webhooks:

1. Get an authorization grant code by completing the steps in Getting a redirect URL and
Authenticating users and receiving the authorization grant code.

2. Construct a JSON body as shown below (see Parameters):



H: {
oauth.callback.url": "",

bauth.api.key":
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3. Call the following, including the JSON body you constructed in the previous step:

OST /instances

O Note: Make sure that you include the User and Organization keys in the
header. For more information, see Authorization Headers, Organization
Secret, and User Secret.

4. Locatethe token and id intheresponse and save them for all future requests using

the connector instance.

Example cURL
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API parameters not shown in the SAP Cloud Platform Open Connectors are in

code formatting

Parameter

key

code

Name

name

cauth.callback.url

Description

The connector key.

The authorization grant code returned
from the API provider in an OAuth2
authentication workflow.

The name for the connector instance
created during authentication.

The URL where you want to redirect
users after they grant access. This is
the Callback URL that you noted in

Data
Type

string

string

Body



Parameter

oauth.api.key

oauth.api.secret

Events Enabled

event.notification.enabled

Event Notification Callback URL

event.notification.callback.url

Callback Notification Signature Key

event.notification.signature.key

tags

the API Provider Setup section.

Description
The Client ID from Box. This is the

Client ID that you noted in the API
Provider Setup section.

The Client Secret from Box. This is
the Client Secret that you noted in the
API Provider Setup section.

Optional |dentifies that events are
enabled for the connector instance.
Default: false

The URL where you want SAP Cloud
Platform Open Connectors to send
the events.

Optional. A user-defined key for
added security to show that events
have not been tampered with.

Optional User-defined tags to further
identify the instance.

Data
Type

string

string

boolean

string

string

string



