Microsoft Dynamics 365
Finance and Operations
Authenticate a Connector

Last Modified on 03/19/2020 6:53 pm EDT

You can authenticate with Microsoft to create your own instance of the Microsoft Dynamics 365 Finance
and Operations connector through the Ul or through APIs. Once authenticated, you can use the connector
instance to access the different functionality offered by the Microsoft Dynamics 365 Finance and
Operations platform.

O Note: The Microsoft Office 365 trial does not provide APl access. See Microsoft's
documentation for additional information on trial and full-featured accounts.

Authenticate Through the Ul

Use the Ul to authenticate with Microsoft and create a connector instance. Because you authenticate with
Microsoft via OAuth 2.0, all you need to do is add a name for the instance. After you create the instance,
you'll log in to Microsoft Dynamics 365 Finance and Operations to authorize SAP Cloud Platform Open
Connectors access to your account. For more information about authenticating a connector instance, see
Authenticate a Connector Instance (Ul).

After successfully authenticating, we give you several options for next steps. Make requests using the API
docs associated with the instance, map the instance to a common resource, or use it in a formula template.

Authenticate Through API

Authenticating through APl is a multi-step process that involves:



e Getting aredirect URL. This URL sends users to the vendor to log in to their account.

e Authenticating users and receiving the authorization grant code. After the user logs in, the vendor
makes a callback to the specified url with an authorization grant code.

e Authenticating the connector instance. Using the authorization code from the vendor, authenticate
with the vendor to create a connector instance at SAP Cloud Platform Open Connectors.

Getting a Redirect URL

Redirect URL

Use the following API call to request a redirect URL where the user can authenticate with the vendor.
Replace {keyOrid} withthe connectorkey, dynamics365fo .

GET /elements/{k rId}/ocauth/url?apiKey




Query Parameters

Query .
Description

Parameter

K The key obtained from registering your app with the provider. This is the Client ID value that
apiKe

piRey you recorded in API Provider Setup.

) The client secret obtained from registering your app with the provider. This is the

apiSecret

Client Secret value that you recorded in API| Provider Setup.

The URL that will receive the code from the vendor to be used to create a connector
callbackUrl instance. The default SAP Cloud Platform Open Connectors callback URL is
https://auth.cloudelements.io/oauth .

Example cURL

Example Response

Usethe oauthUrl intheresponse to allow users to authenticate with the vendor.

om/common/oauth2/auths

Authenticating users and receiving the authorization grant code

Authenticate Users



Authenticate Instance

Provide the response from the previous step to the users. After they authenticate, Microsoft Dynamics 365
Finance and Operations provides the following information in the response:

e code
e state
Response L.
Description
Parameter
q The Authorization Grant Code required by SAP Cloud Platform Open Connectors to
code
retrieve the OAuth access and refresh tokens from the endpoint.
state A customizable identifier, typically the connector key ( dynamics365fo ).

O Note: If the user denies authentication and/or authorization, there will be a query string
parameter called error insteadofthe code parameter.In this case, your application can

handle the error gracefully.

Authenticating the Connector Instance

Redirect URL

Authenticate Users



Authenticate Instance

Usethe /instances endpointto authenticate with Microsoft and create a connector instance.

O Note: The endpoint returns a connector id and token upon successful completion. Retain the
token and id for all subsequent requests involving this connector instance.

To create a connector instance:

1. Construct a JSON body as shown below (see Parameters):

O Note: Make sure that you include the User and Organization keys in the header. For
more information, see Authorization Headers, Organization Secret, and User Secret.

3. Note the Token and ID and save them for all future requests using the connector instance.

Example cURL



Parameters

API| parameters not shown in SAP Cloud Platform Open Connectorsarein code formatting .

Parameter

vkeyl

Name

name

oauth.callback.url

ocauth.api.key

oauth.api.secret

onLines",

"true",

Description

The connector key.
dynamics365fo

The name for the connector instance created during
authentication.

The Callback URL for the connected app you registered. This
valueis https://auth.cloudelements.io/oauth

Your Microsoft Dynamics 365 Finance and Operations
OAuth API key. This is a value you recorded during API
Provider Setup.

Your Microsoft Dynamics 365 Finance and Operations
OAuth APl secret. This is a value you recorded during AP
Provider Setup.

The specific objects you would like to retrieve during the

Data
Type

string

Body

string

string

string



initial vendor discovery call.

Parameter Reserbéiero the large dataset from Microsoft Dynamics .?j;z
365, only the objects specified in this property will be usable.
To get all objects supported by Dynamics 365 Finance and
Operations, call GET /objects?fetchAll=true .The
default values are those objects supported by SAP Cloud
objects string

Platform Open Connectors natively:
e CustomerGroups
e Customers

ContactPersons

SalesOrderHeaders

SalesQuotationHeaders

SalesQuotationLines

Determines if null values in the response JSON should be

filtered from the response. Yes or true indicates that
filter.response.nulls boolean
SAP Cloud Platform Open Connectors will filter null values.

Default: true

The supported company type by Microsoft Dynamics 365
Finance and Operations. These company types are listed in a
dropdown in the Finance and Operations Ul right next to the

Searchicon:

Dynamics 365 v
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The URL for your Dynamics 365 resource. This can be found

in your browser's address bar after successfully signing in to

your Microsoft Dynamics 365 Finance and Operations
Dynamics 365 Resource URI account; for example, an address bar reading

dynamics365.resource.uri https://myCoolResource.cloudax.dynamics.com/? string

cmp=usmfé&mi=defaultdashboard

indicates a Resource URI value of

https://myCoolResource.cloudax.dynamics.com

The ID of the tenant account with which you want to
authenticate. This value is your Resource URI without the
Dynamics 365 Tenant https:// .Forexample, a Resource URI of _
dynamics.tenant https://myCoolResource.cloudax.dynamics.com string
indicates a Tenant value of

myCoolResource.cloudax.dynamics.com .

tags Optional User-defined tags to further identify the instance.  string



Example Response for an Authenticated Connector Instance

"id": 12345,

"name": "myCoolInstance",

"createdDate": "2017-08-03T14:41:522",
"token": "OMOXXXXXXXXXXXXXXXXXXXXXXXXX",
"element": {

"id": 15343,

"name": "Microsoft Dynamics 365 Finance and Operations",

"key": "dynamics365fo",

"description": "Add a Microsoft Dynamics 365 Finance and Operations instance to c
onnect your existing Dynamics 365 Finance and Operations account to the Finance Hub,
allowing you to manage orders and payments. You will need your Microsoft Dynamics 365
Finance and Operations account information, including registered applications, to add
an instance.",

"image": "elements/provider dynamics365fo.png",

~ive": true,

"deleted": fal

"typeOauth": true

"trialAccount": alse,

"configDescription": "If you do not have a Microsoft Dynamics 365 account, visit
Microsoft.com for additional information.",

"transformationsEnabled": false,

"bulkDownloadEnabled": true,

"bulkUploadEnabled": true,

"cloneable":

"extendable":

"beta": false,

"authentication":

"type": "oauth2"

ty

"extended": false,

"hub": "finance",

"protocolType": "http",

"parameters": [],

"private": false
}y
"provisionInteractions":
"valid": true,
"disabled":

"maxCacheSi

"configuration":

"eventsEnabled": false,
"traceLoggingEnabled":
"cachingEnabled": false
"externalAuthentication”": "none",
"user": {

"id": 12345




